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Executive Summary

This policy brief has been drawn from a more comprehensive report on the same theme. The internet has
shifted from a democratic space to a core infrastructure for large-scale extraction and monetisation of
personal data. In India’s rapidly expanding digital economy, everyday mobile-based internet use generates
continuous data flows that fuel platform services, alternative credit scoring, and targeted advertising. This
policy-brief examines the obscure systems enabling real-time data extraction tracking tools, SDKs, and data
brokers and highlights governance gaps that limit accountability. It argues that consent-based laws like the
Digital Personal Data Protection (DPDP) Act are not entirely sufficient and calls for structural regulation
centred on transparency, proportionality, and stronger regulatory capacity.

Introduction

Nearly 96% of India’s 969 million internet users
access the internet via mobile phones, turning
smartphones and their apps into a pervasive
infrastructure for continuous tracking and data
collection (TRAI, 2025). Mobile phones, smart
devices, loT systems, digital platforms, and
workplace monitoring tools from wearables and
e-commerce apps to biometrics and GPS con-
stantly generate data that feeds the digital value
chain.

User generated data is collected via embedded
tracking infrastructures and techniques like
cookies, fingerprinting, pixel tracking, social
plugins, SDKs (Software Development Kits), and
device identifiers. Beyond direct consumer inter-
actions, data flows through (Business to Busi-
ness) B2B data supply chains via server-to
server and SDK-to-SDK transfers. Publicly avail-
able data from social media, court records, FIRs,
university databases, and exam lists are also
scraped and appended into dossiers of data
brokers.

This cryptic and largely unidirectional data
movement creates significant information
asymmetry for users. Since the launch of Digital
India in 2015, the state has promoted digitisa-
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Figure 1: Data Extraction Ecosystem
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tion across public services welfare, and finan-
cial systems, while building data centres and
digital public goods like India Stack. Advances
in hardware miniaturisation large scale data
generation and monetisation across both public
and private sectors. As shown in Figure 1, user
digital activity is tracked and processed through
cloud systems for data monetisation.

Data Supply Chains and Intermediary
Ecosystems

Routine digital activities generate granular data
via tracking tools such as cookies, SDKs, and
device identifiers. This data is aggregated,
enriched, and monetised by data brokers, cloud
providers, and ad tech systems for targeted
advertising, credit scoring, and behavioural pro-
filing. Once data enters these systems, it circu-
lates continuously across actors, sharply
limiting user visibility and control. Figure 2 high-
lights how real-time infrastructures, particularly
real-time bidding (RTB), institutionalise rapid,
large scale data sharing as a core market func-
tion.

Regulatory and Governance Gaps

Figure 2 also highlights governance gaps in
India’s consent-centric data protection frame-
work. Notice-and-consent mechanisms are
weakened by information overload, cryptic inter-
mediary exchanges, and users’ inability to antic-
ipate downstream data uses. Consent
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withdrawal remains largely confined to first
party collectors, enabling unchecked data circu-
lation. This misalignment facilitates data max-
imisation without proportionality or
accountability, underscoring the need for
stronger intermediary oversight and use case-
specific regulation prioritising transparency and
public interest.

Targeted Advertisements

Figures 3 and 4 show how personalised adver-
tising aims to deliver the right advertisement to
the right user at the moment; it is most likely to
generate engagement. RTB, a form of program-
matic advertising, enables this process by auc-
tioning ad space in milliseconds each time a
user loads a webpage or application. A network
of intermediaries coordinates these auctions at
massive scale, making RTB a central infrastruc-
ture of digital advertising. Online advertising
matches publishers offering advertising space
with advertisers seeking user attention respec-
tively. Supply-Side Platforms (SSP) manage
publisher inventory and connect to Ad
Exchanges, while Demand-Side Platforms (DSP)
bid on impressions on behalf of advertisers.

Data Management Platforms (DMP) enhance
user profiles by aggregating identifiers and link-
ing data across sources through techniques
such as cookie syncing. As aresult, detailed dig-
ital dossiers circulate continuously among inter-
mediaries. In the RTB pipeline, user data flows
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Figure 2: Real Time Data Flow and Governance Gaps Under Consent Based Regulation
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where SSPs offer ad inventory and DSPs bid in real time. The DMP supports this process by providing
audience data for more targeted ad delivery.

Figure 3: RTB (Real Time Bidding) Advertising Pipeline
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Figure 4: Obscure Monetisation of Personal Intent Data in India’s Digital Economy.

“India’s rapid digitisation has outpaced its data governance,
leaving personal data economies weakly regulated and largely
invisible to users.”
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from browsers to platforms as bid-stream data
containing sensitive identifiers such as location,
device details, and browsing behaviour. This
data is broadcast to multiple bidders, including
those that do not win the auction, enabling wide-
spread, consent-less data sharing resulting in
expanding surveillance and increasing data bro-
kerage across the ecosystem.

The data brokerage ecosystem operates within
a fragmented and often weakly regulated land-
scape, where existing legal frameworks struggle
to keep pace with its rapid technological evolu-
tion and cross-border nature. In such an environ-
ment, governance approach tend to rely on a
combination of sector-specific rules, industry-
led practices, and technical safeguards. More
comprehensive regulatory models, however,
emphasise privacy as a fundamental right,
embedding stronger state-backed protections
and clearer accountability mechanisms. Histori-
cal data-sharing arrangements illustrate the per-
sistent tension between enabling seamless data
flows and safeguarding data sovereignty. While
such frameworks have facilitated uninterrupted
data exchange among participating entities,
they have also required adherence to conditions
such as transparency, user choice, and the pro-
tection of data security and integrity.

Key Policy Insights

Data maximisaton without accuracy safeguards
creates systemic risk.

Large-scale data extraction prioritises volume
over quality, amplifying errors that cascade
across systems and produce biased, exclusion-
ary outcomes.

Opacity in data ecosystems undermines
accountability.

Persistent gaps in transparency around data
collection, provenance, and algorithmic deci-
sion- making limit accountability. Stronger obli-
gations are needed for traceability, disclosure of
downstream data sharing, and algorithmic
transparency.

Perpetual data circulation necessitates propo-
sitionality.

Once personal data enters intermediary-driven

supply chains, it circulates indefinitely. Consent
withdrawal typically applies only to first-party
collectors, leaving downstream uses intact,
reinforcing the need for strict data minimisation
at the point of collection.

Consent-based models are structurally
insufficient.

Notice-and-consent frameworks fail in complex
systems like RTB, where future data flows are
unpredictable. While simplified or vernacular
consent mechanisms may help marginally, they
cannot replace structural regulation. Act such
as DPDP (2023) enhances data protection in
India through consent and accountability mea-
sures.

Digital inequality is intensified by a cyber-
security divide.

First-time as well as marginalised users face
heightened exposure to data exploitation. Digi-
tal literacy and cybersecurity awareness must
be integral to data protection policy.

Data brokerage remains a regulatory blindspot.

Fragmented and obscure data brokerage
ecosystems enables unchecked aggregation
and re-sale of personal data, demanding urgent
regulatory attention.

Way Forward

Data and information flow is a critical compo-
nent of internet infrastructure. But, in the era of
surveillance capitalism, data as largely an exten-
sion of the self, is extracted and commodified at
scale by a cohort of companies focused linearly
on profits. A network of actors including big
techs, intermediaries, data brokers of varying
capacities are all part of this multibillion-dollar
personal data supply chain. Such intrusive data
practices are often obscured from public guise.

However, the social good possibilities offered by
the large-scale digitalisation has been seldom
explored. Economics and resource allocation
determines how the technology is utilised. Allo-
cation of resources for developing regulatory
frameworks, implementing proportionality to
foster ethical data collection practices and
increasing digital literacy are critical policy prior-
ities of the current scenario.
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Conclusion

India’s personal data economy is increasingly
shaped by obscure, intermediary-driven private
infrastructures that enable continuous extrac-
tion, circulation, and monetisation of personal
data. As this brief articulates, consent- based
data protection frameworks are structurally ill-
equipped to govern ecosystems such as real-
time bidding, SDK-driven tracking, and data bro-
kerage, where data flows are rapid, fragmented,
and largely invisible to users. Persistent gover-
nance gaps around transparency, proportional-
ity, accuracy, and accountability allow data
maximisation to outpace regulatory oversight,
deepening digital inequality and systemic risk.
Addressing these challenges requires a shift
from individualised consent towards structural
regulation that strengthens intermediary over-
sight, embeds data minimisation at the point of
collection, and treats personal data as a form of
critical digital infrastructure. Without such an
approach, India’s digital transformation risks
entrenching surveillance driven growth at the
cost of privacy, rights, and democratic trust.
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